
  

 
 
 
 
 
 

The Data Protection Act controls how personal information is used by 
organisations or the government. The Act requires everyone who collects 
data to follow strict rules, and to keep information safe. These rules are 
quite complex, but at the heart of it are eight common sense rules known 
as the 'data protection principles'. These principles require any organisation, 
corporation or governmental body that collects personal information to 
handle it safely. Anyone collecting personal information must: 

 fairly and lawfully process it 

 process it only for limited, specifically stated purposes 

 use the information in a way that is adequate, relevant and not excessive 

 use the information accurately 

 keep the information on file no longer than absolutely necessary 

 process the information in accordance with your legal rights 

 keep the information secure 

 never transfer the information outside the UK without adequate protection 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Handling Information & Confidentiality 

 
Activity covers Outcomes 1.4.1 / 1.4.2 / 1.4.3 / 1.4.4 / 3.4.1 / 3.4.2 / 3.4.3 / 3.4.4 

Why is it important to keep records secure? 

Think about the records kept at your workplace which contain personal information about 
people, what are the procedures for ensuring they are kept secure? 



If you are recording information you must remember that it could be referred to at some point in 
the future by the person you wrote it about or by other external agencies. You must always think 
carefully about what you write and follow the ACES rule: 
 

 Accurate 
 Clear 
 Easy to read 
 Shareable 

 
Find out if your new workplace has a policy on handling information, it may be called something 
different so ask your Manager or a colleague if you are unsure. In the box below record some of 
the important points from that policy. 

 
 
 
 
 
 
 
 
 
 
 
 
 
You must be careful that you only share appropriate information with people. Underneath each of 
the pictures below write some examples of information you might share with that person. 
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